
Privacy Breaches—An overview 

Any organization that deals with collection, handling, 

or disclosure of personal information may be at risk of 

a privacy incident or breach. Whether intentional, or 

accidental, instances will occur where personal 

information is at risk of inappropriate access, use or 

disclosure. 

Anytime a risk to personal information is discovered, 

the incident, should be reported to the Parish Privacy 

Officer. Then the risk can be mitigated, and the 

likelihood of a privacy breach occurring is reduced. 

A privacy breach is the loss of control, the compromise 

or unauthorized disclosure or access, or any similar 

incident where a person, other than those authorized, 

accesses personal information or accesses personal 

information for an unauthorized purpose. 

A privacy breach can cause serious harm to the 

affected person. In these cases the Parish, through the 

Diocesan and National Privacy Officers, is required, 

under the Privacy Act 2020, to notify the affected 

individual(s) and the Office of the Privacy 

Commissioner. 

The process around the handling of privacy breaches 

is to ensure transparency and accountability, not 

blame, by having clear processes and procedures. 

This document provides a brief overview of the 

processes employed when dealing with privacy 

incidents or breaches. 

Further procedures are available depending on the 

nature of the incident/breach.  

Privacy Incidents / Breaches—What to do 

L 
imit.  You must limit or contain the incident or breach to curb other people’s exposure to the 

personal information. If you have inadvertently sent a file to the wrong printer, retrieve it 

immediately. If you have email the wrong person, retract and send a follow up email requesting 

the user delete the email from their system. If you have inappropriately accessed a file you shouldn’t, close 

the file immediately. If information is unintentionally verbally disclosed, follow up to ensure no further 

disclosure occurs. 

 

R eport. You must notify your Parish Priest / Parish Privacy Officer [PPO] immediately if you 

are aware of a potential risk to personal information, or if unauthorized access or disclosure has 

occurred. The Diocesan Privacy Officer should be consulted, and will determine appropriate 

action through assessment if a breach has occurred. Any further action will be determined by the nature of 

the breach. 

 

A 
ssess. If appropriate, the DPO can investigate with the Parish Privacy Officer and decide if a 

breach occurred. The DPO can also determine the scope of the breach, including who, if anyone, 

was affected, the sensitivity of the information at risk, and evaluate the likelihood of harm.  If 

there is evidence of a serious breach, the New Zealand Catholic Bishop’s Conference National Privacy 

Officer will be notified, and they will notify the office of the Privacy Commissioner in line with requirements 

set out in the Privacy Act 2020. 

 

P revent. The Privacy Officers will investigate how the incident / breach occurred and decide 

what action, if any, needs to be taken to ensure a similar incident / breach does not re-occur.  This 

may include reviewing file access permissions, the provision of additional privacy training, or 

requesting added security measures around particular information. 


